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HEIR: Homomorphic Encryption
Intermediate Representation
• Universal MLIR-based FHE compiler [1]

• Goals: conversion of high level non-FHE code to a
secure and efficient FHE program

• Support for all FHE schemes and HW platforms

• Provide a platform for benchmarking

CGGI Pipelines

1. High-Level Program: Python-like definition

2. Arithemetisation: Convert to Verilog integration for Yosys

3. Logic Synthesis: Boolean or LUT generation using ABC
synthesis

4. Flexible Mapping: Native support for 3-bit and 4-bit LUT
architectures

5. IR Integration: Automated back-conversion to the HEIR
dialects

6. Backend Emission: Optimised Rust code generation for
targeted backends

7. Hardware Support: Ready for FPT [2] and Belfort
FPGA architectures

Use Case

Simple Neural network inference with a an 8b
integer input and no activation function:

Nodes Weights [bit] Acc. [bit]

First FC 5 8 16
Second FC 5 8 32
Third FC 5 8 32

Batching: Vectorisation Passes
• ‘StraightLineVectorizerPasses’ and ‘CggiBooleanVectorizerPasses’

• Core of finding parallelisation

• Based on Topological (Level) sorting of the execution graph

• Find the LUT or Boolean gates that can be done in parallel

CPU - FPGA Results

Figure 1: Latency of a neural network inference using different soft-
ware generations and hardware platforms. The grey HL dots rep-
resent the parallel execution of a single operation across multiple
FPGAs
Scheme: (Belfort) TFHE-rs v1.4.1 [3]
System: 2× Intel Xeon Silver 4208 – 8 cores – 2.1GHz

4× AMD Alveo™ U55C FPGA Card
Conclusion:

• Possible to run different FHE operations on different FPGAs.

• Boolean has the highest utilisation of the FPGA Hardware, but
has a higher compiler cost
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